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Agenda

= What is Cloud Computing?

= How does HIPAA impact cloud vendor arrangements?

= Practical Guidance

= Q&A




What is “the Cloud”?

“In the simplest terms, cloud computing means storing and
accessing data and programs over the Internet instead of
your computer's hard drive. The cloud is just a metaphor for
the Internet. It goes back to the days of flowcharts and
presentations that would represent the gigantic server-farm
Infrastructure of the Internet as nothing but a puffy, white
cumulonimbus cloud, accepting connections and doling out
information as it floats.”

— “What is Cloud Computing”, Eric Griffith, PC Magazine
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What is “the Cloud”?

Annie (Cameron Diaz): “How do you forget to erase your
sex tape?”

Jay (Jason Segel): “It kept slipping my mind and then the
next thing | knew it went up - it went up to the cloud.”

Annie: “And you can’t get it down from the cloud?”
Jay: “Nobody understands the cloud. It's a mystery!”
-- Sex Tape (2014)
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The Cloud 1n Healthcare

= Multiple uses
* PHRs
- Health information storage and exchange
« Secure communication platforms
* Mobile health apps

+ Research
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Benefits

= Cost Savings

= Rapid Deployment

= Scalablility/Elasticity

= Reduced Infrastructure

= Universal and Centralized Accessibility
= Standardization and Measured Service

= Focus on Core Competencies
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concerns

= Security and privacy

= Performance can be inconsistent

= Control given to third party

= Avallability/Accessibility of data in real time

= |ntegrity of data

= Ownership issues

= Negotiation of BAAs; identification of subcontractors
= Transparency

= Jurisdiction issues
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HIPAA and the Cloud

= Do we need a business associate agreement?

= Practical impact of HIPAA on cloud vendor
arrangements

« Scope of cloud vendor’'s HIPAA compliance obligations
* BAA terms

- Liability considerations/current enforcement environment
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Do We Need a BAA?

= A Business Associate (BA) is a person who, on behalf of covered entity (CE),
creates, receives, maintains, or transmits PHI for a function or activity
regulated by the HIPAA rules

« Other than as part of CE’s workforce.

= |t also expressly includes HIOs, e-prescribing gateways, data transmission
services to CEs that require routine access to PHI, vendors offering PHRs “on
behalf of” a CE, and subcontractors.

= 2013 preamble clarifications:

« “Conduit” exception limited to transmission services, “including any temporary
storage of transmitted data incident to such transmission”.

* By contrast, an entity that maintains PHI on behalf of a CE is a BA, not a conduit,
even if the entity does not actually view the PI.

« The difference: “transient verses persistent nature of the opportunity” to access
PHI.

= Impact
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Subcontractors?

= Business associate definition includes “Subcontractors’:
* Any person:

— to whom a BA delegates a function, activity or service

— where the delegated function involves the creation, receipt,
maintenance or transmission of PHI,

— and who is not part of the BA’s “workforce’.

= Exception: A BA'’s disclosures of PHI for its own management and
administration or legal responsibilities do not create a BA relationship
with the recipient (but a cloud vendor needs to make sure its BAA
expressly allows it to make these disclosures)

= Impact: Cloud vendors (and CEs) need to identify subcontractor BAS,
diligence them, and enter into appropriate BAAs

10
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Overview of HIPAA Impacts

= Cloud providers and subs who are BAs

* Must execute BAAS

* Must comply with the HIPAA security standards and
aspects of the HIPAA privacy rule

 Are subject to direct liability for non-compliance (CMPSs)

« Are also subject to contractual liability for not complying
with terms of the BAA

11
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Key “Required” BAA Terms

Establish permitted and required uses/disclosures. Important optional
provisions:

* Permission to use/disclose for BA’s own proper
management/administration/legal responsibilities

- Data aggregation
* De-identify

= Prohibit use/disclosure other than as permitted/required by BAA or
required by law

= Require safeguards and comply with Security Rule

= Report unauthorized uses/disclosures including breaches

12
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Key “Required” BAA Terms

= Report unauthorized uses/disclosures/security incidents, including
breaches

= Require BA to enter into sub-BAA agreements

= Make available PHI as required to effectuate patient’s right of access,
amendment, accounting

= |f BA will carry out CE’s obligations under privacy rule, comply with
applicable aspects of privacy rule

= Make books/records regarding PHI available to Secretary

= Return/destroy PHI on termination (or, if infeasible, extend protections of
contract and limit further uses/disclosures to purposes which make
return/destruction infeasible)

= Allow CE to terminate for material breach

13
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Other Comments

= Subcontractor BAA can’t be broader than BAA

= Some of the most heavily negotiated provisions are
those which are NOT required by HIPAA

= Battle of the forms

= Not “just a BAA”

14
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Liability (CMPs)

Impermissible uses and disclosures of PHI
» Uses and disclosures must comply with the terms of the BA agreement

A BA generally can’t use or disclose PHI in any manner that would be impermissible
if so done by the CE

— Exceptions for own proper management/administration/legal responsibilities
and data aggregation (if permitted by BAA)

= Failure to provide breach notification to the CE

= [Failure to provide access to a copy of electronic PHI to either the CE, an
individual or such individual’s designee

= Failure to disclose PHI when required by the Secretary to investigate or
determine the BA’s compliance with the HIPAA Rules

= Failure to provide an accounting of disclosures
= Failure to comply with the requirements of the HIPAA Security Rule
= Failure to enter into BAAs with subcontractors

15
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Contractual Liability

= BAs remain contractually liable for all other HIPAA
Privacy Rule obligations that are included in their
contracts or arrangements.

16



Vicarious Liability for BA “Agents”

= A CE or BA is vicariously liable for penalties for the failure of
Its business associate “agent” to perform an obligation on
the CE’s or BA’s behalf

= When is a BA an “agent™? Federal common law:
- Totality of the circumstances including:
— The time, place and purpose of a BA agent’s conduct

— Whether a BA agent engaged in course of conduct subject
to a CE’s control

— Whether a BA agent’s conduct is commonly done by a BA
to accomplish the service performed on behalf of a CE and

— Whether or not the CE reasonably expected that a BA
agent would engage in the conduct in question
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Current Enforcement Landscape

= Potential for large penalties or significant settlement payments and
corrective action plans

= Expanded enforcement reach - direct liability and compliance
obligations for BAs (including subcontractors)

= Breach notification requirement feeds into enforcement

OCR automatically investigates all large-scale breaches

Changes to presumption

= Proactive audit program
= State AG enforcement of HIPAA/related state laws

= Breach may spawn related class action litigation, FTC enforcement

18



Lesson 1: Ways OCR Enforces the
HIPAA Rules

United States Department of
Health & Human Services

rers

Topic 4: Imposition of Civil Money Penalties (CMP)

(continued)

Each Violation All Identical Violations per

Calendar Year

Violation Category

For violations
occurring
before
2/18/2009

For violations
occurring on
or after
2/18/2009

For violations
occurring
before
2/18/2009

For violations
occurring on
or after
2/18/2009

$100 -
$50,000
$1,000 -
$50,000
$10,000 -
$50,000
$50,000

(A) Did Not Know Up to $100

(B) Reasonable Cause Up to $100

1,500,000
(C)(i) Willful Neglect- ?

Corrected
(C)(ii) Willful Neglect-
Not Corrected

Up to $100

Up to $100

HIPAA Enforcement Training for State Attorneys General



2014 Enforcement Highlights

= Anchorage Community Mental Health Services — $150,000 and
CAP (self-reported breach of 2,743 patients)(malware security
Incident due to regularly with available patches; running of
outdated, unsupported software)

= Parkview Health System - $800,000 and CAP (dumped 71 boxes
of PHI in physician driveway)

= NY Presbyterian Hospital & Columbia University - $4.8m and
CAP (self-reported breach of 6,800 patients PHI)(lack of technical
safeguards resulting in PHI available on internet search engines) —
largest settlement to date

= Concentra Health Services -$1.75m and CAP and QCA Health
Plan- $250,000 and CAP (lost/stolen unencrypted laptops)
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2013 OCR Enforcement Highlights

= Skagit County - $215,000 and CAP (self-reported breach of 7
individuals; ePHI inadvertently moved to a publicly accessible server)

= APDerm - $150,000 and CAP (failure to have breach and other
policies/procedures, etc.)

= Affinity Health Plan - $1.2m and CAP (photocopier hard drives not
wiped)

= Wellpoint - $1.7m and CAP (self-reported breach due to security
weaknesses which exposed ePHI of 612,402 individuals)

= |daho State University - $400,000 and CAP (self-reported breach;
disabling of firewall protections)

= Shasta Regional Medical Center - $275,000 and CAP (PHI
disclosed to media, workforce and medical staff in response to media
report alleging Medicare fraud; failure to sanction)
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2011-12 OCR Enforcement
Highlights

= Cignet Health Plan - $4.3m civil monetary penalty (violated 41 patients’ rights to
access and repeatedly failed to cooperate with OCR investigation due to willful
neglect)

= Mass Gen Hospital -$1m and CAP (employee left document with sensitive PHI 192
infectious disease patients on subway)

= BCBS Tennessee- $1.5m and CAP (self-reported breach after 57 unencrypted
computer hard drives containing PHI of over 1 million members stolen from leased
facility)

= UCLA Health System — $865,000 and CAP(unauthorized employees looked at EHR
of 2 celebrities; investigation showed widespread snooping)

= Phoenix Cardiac Surgery PC - $100,000 and CAP (EPHI of patients posted on
publicly accessible, internet-based calendar, longstanding disregard of
security safeguards, failure to have BAA)

= Alaska DHHS — $1.7m and CAP (self-reported breach after theft of unencrypted USB
hard drive with ePHI stolen from vehicle; lack of policies, etc.)

22
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Also Coming Soon ...

= OCR Audits (plans continue to evolve)

= Covered entities and business associates

— 350 CE (100 privacy, 100 breach notice, 150 security
rule, especially risk analysis)

— 50 BA (risk analysis and breach notice)
* More tied to potential enforcement

- Parameters evolving (desk audit and some on-site)

23



Likely Focus

= Risk analysis and risk management
= Breach notice

= Notice of Privacy Practices

= Access

= Training

= Mobile device and media controls

= Transmission security (encryption)

= Privacy Rule safeguards (paper/verbal)

Katten
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Audits Continued

= Encryption/decryption

= Physical access controls
= Breach reports

= Complaint processes

= BA audits likely to focus on:
+ RIisk analysis and risk management

- Breach reporting to CEs

Katten
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O0/18 Letter on Mobile Health

= HHS technical advice “has not been updated since
2006, years before an app store existed, much less the
modern mobile device.” Asks HHS to:

« Updates to keep pace with technology
- Clear implementation standards for mobile health
— Provide cloud storage clarity

— Voluntary badge program/FAQs/safe harbors

 Better support emerging technologies in mobile health
community

26
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Best Practices - Overview

= Evaluate each instance of cloud use before engaging
- Consider legal, operational and technical issues
* Know your vendor/understand the platform

Institute appropriate security

Have appropriate vendor contracts

Have clear, published policies and practices

Educate and train personnel

27
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Best Practices - Diligence

= Know your vendor:

Reputation/financial stability/capitalization
Audits (e.g. SOC 2) and Security Analysis
Third party certification

Insurance coverage

Form Business Associate Agreement

28
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Best Practices - Diligence

= Understand how the service/product complies with

* Risk Analysis and Risk Mitigation Program

* Reliability — Service Levels and Business Continuity/Disaster
Recovery (BCP/DR)

* Encryption/Decryption

= Achieving HIPAA compliance a shared responsibility —
understand each party’s role

« Access Controls/User Identification/Authentication
— 2-factor authentication/Automatic Log-off

* Emergency Access Procedure

29



Best Practices - Diligence

= Nature of Service/Transparency
* What resources are shared and how?
- How are systems/data segregated?
+ Subcontractors
- Jurisdictions
= Data Security

* How do you detect and report a compromise?

« How Is data deleted?

Katten
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Best Practices — Vendor Contract

= Review all vendor terms, including any online terms
referenced

« Make sure that the terms are consistent with
expectations and practice

= Scope/Services

- Make sure scope is clear to all involved
(business/operational, technical and legal)

31
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Best Practices — Vendor Contract

= Controls/Operational Issues

» Host identification/Geographic location
— Who is actually hosting the data, and where?

« Subcontractors

-« Service level requirements/BCPDR
- Systems Maintenance
 Anti-virus/IDS monitoring

« Compliance with client policies

« Audit
— Physical, technical
— Access to reports

32
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Best Practices — Vendor Contract

= Data Issues

* Encryption
— In Transit and At Rest
— Access to Unique Key
- Data Ownership, Collection and Use
— Can aggregate/de-identified data be used?
— What other information is collected (usage patterns, etc.)?
— How can the various data sets be used/disclosed?

- Data Integrity

33
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Best Practices — Vendor Contract

= Data Access/Breach Issues
= Governmental/Regulatory Access & Notification

* Client and Host Access (Medical companies need real
time access and to ensure integrity)

* |Individual Access
* Breach Notification
— Process

— Assistance/Cooperation
— Mitigation

34
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Best Practices — Vendor Contract

= Risk Allocation
« Costs/Penalties for breach
* Indemnities
* Exclusions
- Liability Limitations
* |nsurance
= Termination/Transition
= Bankruptcy/Sold/Cessation of Operations
* Transition
« Data Deletion

35
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Best Practices

= Company Policies and Practices:
* Include cloud technology in risk analysis and risk
management plan
- Adopt policies that address and manage risks associated
with cloud technology
- BCP/DR
— Review plan and that of all vendors in the chain
— Determine consistency/inconsistency with requirements
— How often is it actually tested (at least annual)

36
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Best Practices

= Education and Training:
+ Remove “mystery” of the cloud
Describe benefits and risks
Go through all applicable policies and terms

Explain actual practices
Acknowledgement of training

= Management of Cloud Resources

 Monitor and Enforce

« Put controls in place (operational checks and balances,
MDM)
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