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THIRTY YEARS IN THE MAKING: 42 
C.F.R. PART 2 REVISITED AND REVISED

Michael D. Bossenbroek, Esq. 
Wachler & Associates, P.C. 
Royal Oak, MI

Introduction
A lot can change in 30 years. In 

1987, Ronald Reagan was President, 
nobody was on Twitter, and Apple was 
selling desktop computers rather than 
iPhones. 

Something that had not changed 
since 1987, until the release of a Final 
Rule on January 18, 2017, was 42 
C.F.R. Part 2, known as the Confiden-
tiality of Alcohol and Drug Abuse 
Patient Records regulations (“Part 2”). 
Part 2 originates from federal legisla-
tion passed in the 1970s intended to 
protect the confidentiality of records 
containing the identity, diagnosis, 
prognosis, or treatment of any patient 
that are maintained in connection 
with the performance of any federally 
assisted program or activity relating to 
substance abuse education, prevention, 
training, treatment, rehabilitation, or 
research.1 While Part 2 regulations 
have undergone some revisions since 
their initial promulgation in 1975, 
1987 was the last time they saw any 
substantive alterations.2

Motivating Part 2 was the belief 
that a stigma attached to substance 
abuse disorders and that substance use 

disorder information could be misused 
against patients, causing them to avoid 
treatment and leading to a host of 
other negative consequences. For 
example, the disclosure of this infor-
mation could result in the loss of 
employment, loss of housing, loss of 
child custody, discrimination by medi-
cal professionals and insurers, arrest, 
prosecution, and incarceration.3 The 
intended purpose of Part 2 was to 
ensure that an individual receiving 
treatment for a substance use disorder 
in a Part 2 program was not made 
more vulnerable by reason of the 
availability of his record than an indi-
vidual with a substance use disorder 
who does not seek treatment.4 Its 
design is to protect Part 2 patient iden-
tifying information for patients seeking 
diagnosis, treatment, or referral for 
treatment for substance use disorders.

Part 2 applied to any information 
about alcohol and drug abuse patients 
obtained by a federally-assisted pro-
gram. Part 2 defined a “program” as 
any individual or entity that held itself 
out as providing, and provided, alco-
hol or drug abuse diagnosis, treatment 
or referral for treatment.5 The defini-
tion included any identified unit 
within a general medical facility pro-
viding these services, as well as medi-
cal personnel or other staff in a general 
medical care facility whose primary 
function is to provide such services.6 
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Introduction
United States Department of Jus-

tice (“DOJ”) corporate healthcare 
fraud enforcement strategies and poli-
cies, including most recently the Yates 
Memo’s “individual accountability” 
policy, require organizations to provide 
information about their employees’ 
involvement in misconduct in order to 
obtain cooperation credit.1 The Yates 
Memo in particular has sparked 
renewed attention to the potential 
that the interests of organizations and 
their employees may become antago-
nistic during the course of internal 
investigations, cooperation, disclosure 
and resolution of matters.2 Prior to 
issuance of the Yates Memo, coopera-
tion credit was potentially available 
under DOJ policy even if an organiza-
tion failed to disclose basic facts about 
its employees’ involvement in criminal 
misconduct.3 Now, “in order to qualify 
for any cooperation credit, corpora-
tions must provide to [DOJ] all rele-
vant facts relating to the individuals 
responsible for the misconduct.”4 
Moreover, the Yates Memo is not lim-
ited to criminal investigations, but 
applies to civil corporate matters, as 
well.5 For those who were concerned 
about the prospect of conflicts 
between the interests of an organiza-
tion and its employees, the Yates 
Memo ups the ante across the board.

DOJ is also pursuing other poli-
cies and strategies that increase the 

likelihood that the interests of organi-
zations and their employees will 
become adverse, particularly in the 
healthcare industry. In late 2015, 
DOJ’s Criminal Division’s Fraud Section 
formed a separate Corporate Health 
Care Fraud Unit,6 and DOJ has 
announced quite publicly that it is 
“increasingly applying traditional 
investigative techniques – including 
undercover officers, informants with 
body wires, bugs in offices, hidden 
cameras, GPS trackers and many 
other law enforcement tools – in 
health care fraud cases, including cor-
porate health care fraud investiga-
tions.”7 In addition, DOJ has asserted 
that it “will follow evidence of health-
care fraud wherever it leads, including 
into corporate boardrooms and execu-
tive suites;”8 that it is partnering with 
relator counsel;9 and that the experi-
enced prosecutors in its Corporate 
Health Care Fraud Unit “carefully 
review virtually every False Claims Act 
lawsuit filed by qui tam relators across 
the United States.”10 Recently, Acting 
Assistant Attorney General Blanco 
reiterated that healthcare fraud will be 
vigorously pursued under the new 
administration,11 and there is no rea-
son to think that DOJ’s approach will 
change.

The upshot is that every civil False 
Claims Act (“FCA”) case may also be 
a criminal case, and every criminal 
healthcare fraud case may also be a 
civil FCA case. Thus, every individ-
ual with potential civil FCA liability 
also faces potential criminal liability, 
further increasing the potential for 
clashes between the interests of the 
organization and its personnel. 
Employees may be approached by 
agents of the Federal Bureau of Inves-
tigation (“FBI”) or Department of 
Health and Human Services Office of 
Inspector General (“OIG”), and 

before the organization or its counsel 
is even aware there is an investiga-
tion, employees may sign cooperation 
agreements with the government, and 
might also begin to surreptitiously 
record conversations. And, rather 
than cooperating with organization 
counsel, employees may think that 
their penal interests require silence or 
dissembling, or that their financial, 
moral or patriotic interests warrant 
becoming whistleblowers.

This article addresses emerging 
issues in the conduct of internal 
investigations in light of current DOJ 
policies, including the danger of inad-
equate Upjohn warnings, the pitfalls 
of joint representation and joint 
defense agreements, the ramifications 
of providing employees with counsel 
and advancing attorney’s fees to 
them, the risks of disciplining employ-
ees believed to be culpable, and the 
methods that can be used to disclose 
to the government facts obtained 
through privileged investigations 
and communications.

The Dangers of Inadequate 
Upjohn Warnings

In navigating this changing land-
scape, organizations and their counsel 
need to be aware of ethical require-
ments and practical constraints in their 
dealings with employees. The Ameri-
can Bar Association (“ABA”) Model 
Rules address a lawyer’s obligations 
when interests are, or may become, 
adverse, requiring the lawyer to explain 
whom he or she is representing:

�In dealing with an organization’s 
directors, officers, employees, 
members, shareholders or other 
constituents, a lawyer shall 
explain the identity of the client 
when the lawyer knows or rea-
sonably should know that the 

IMPACT OF DOJ’S CORPORATE HEALTHCARE 
FRAUD ENFORCEMENT STRATEGIES ON 
ORGANIZATIONS AND DEFENSE COUNSEL
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organization’s interests are adverse 
to those of the constituents with 
whom the lawyer is dealing.12

The ethical obligation of the law-
yer who represents an organization to 
provide this information to the orga-
nization’s employees traditionally has 
been satisfied by giving an Upjohn 
warning.13 As recommended by an 
ABA working group, the warning 
should address the following issues:

•	The lawyer represents the company 
only and not the witness personally.

•	The lawyer is collecting facts for 
the purpose of providing legal 
advice to the company.

•	The communication is protected by 
the attorney-client privilege, which 
belongs exclusively to the com-
pany, not the witness.

•	The company may choose to waive 
the privilege and disclose the com-
munication to a third party, includ-
ing the government.

•	The communication must be kept 
confidential, meaning that it can-
not be disclosed to any third party 
other than the witness’s counsel.14

Some lawyers believe that DOJ’s 
requirement (as expressed in the 
Yates Memo) that companies “turn 
in” their employees will drive a wedge 
between counsel and executives. The 
standard Upjohn warning makes clear 
that counsel does not represent the 
employee, but it does not mention 
that the organization may well use 
what the employees say against them. 
Sophisticated employees may be 
aware of that possibility and may 
think that the organization is not 
showing them the loyalty they may 
feel they’ve earned. And employees 
unaware of that possibility may be 
jarred by the warning itself. 

To soften the harsh sound of the 
Upjohn warning, there may be an 
impulse to water it down.15 But the 
failure to provide a clear Upjohn 
warning, and to document it, may 
have serious consequences, including 

a finding that the lawyer represents 
both the organization and the 
employee.16 Moreover, failure to safe-
guard both parties’ confidences could 
result in a referral to the State Bar for 
possible disciplinary action.17 

The Pitfalls of Joint 
Representation and Joint 
Defense Agreements

In the past, some counsel have 
tried to represent both the organiza-
tion and its employees. Now, how-
ever, counsel must give ever more 
careful consideration to the possibil-
ity that it will be in the interest of the 
organization to disclose facts that 
inculpate individual employees, and 
whether, under the circumstances of 
the particular case and the employee’s 
involvement in the issues under 
investigation, that presents a conflict 
of interest.18 Representing both an 
organization and its employees would 
prove challenging in many circum-
stances.19 A prudent corporation may 
wish to structure its representation in 
such a way as to avoid being disabled, 
by virtue of joint representation, from 
providing some relevant facts to the 
government and thereby limiting its 
ability to seek cooperation credit. 

At times, an organization and its 
employee have entered into a com-
mon interest or joint defense agree-
ment.20 Such an agreement allows 
individuals and entities with common 
legal interests, such as defending 
against a government investigation or 
litigation, to share privileged informa-
tion while maintaining the privilege. 

In 1999 DOJ adopted a policy 
that was decidedly hostile to joint 
defense agreements, warning that sup-
port of culpable employees by provid-
ing information to them about the 
government’s investigation pursuant 
to a joint defense agreement may be 
considered by a prosecutor in weigh-
ing the value of cooperation.21 In 
2008 DOJ revised that policy, and 
although it now is ostensibly noncom-
mittal,22 in practice it discourages 

their use. DOJ’s current position, 
stated in a provision of the U.S. 
Attorney’s Manual entitled “Obstruct-
ing the Investigation,” is that “[t]he 
mere participation by a corporation in 
a joint defense agreement does not 
render the corporation ineligible to 
receive cooperation credit, and prose-
cutors may not request that a corpora-
tion refrain from entering into such 
agreements.”23 DOJ goes on to cau-
tion, however, that because entering 
into such an agreement has the poten-
tial to complicate a corporation’s abil-
ity to cooperate:

�the corporation may wish to avoid 
putting itself in the position of 
being disabled, by virtue of a par-
ticular joint defense or similar 
agreement, from providing some 
relevant facts to the government 
and thereby limiting its ability to 
seek such cooperation credit. Such 
might be the case if the corpora-
tion gathers facts from employees 
who have entered into a joint 
defense agreement with the corpo-
ration, and who may later seek to 
prevent the corporation from dis-
closing the facts it has acquired.24

DOJ concludes that ultimately, 
“[c]orporations may wish to address 
this situation by crafting or participat-
ing in joint defense agreements, to 
the extent they choose to enter them, 
that provide such flexibility as they 
deem appropriate.”25 Thus, as with 
joint representation of employees, a 
joint defense agreement with an 
employee may prove to be an obstacle 
to obtaining cooperation credit for 
the organization.

The Ramifications of Providing 
Employees with Counsel and 
Advancing Attorney’s Fees

Once counsel provides a suffi-
cient Upjohn warning, other issues 
may arise. An employee to whom an 
Upjohn warning is given might won-
der, and may well ask, “Do I need to 
get my own counsel?” and “Who will 
pay the attorney’s fees?” 

Model Rule 4.3 provides a basis 
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for a partial response to the first ques-
tion. It reads: 

�The lawyer shall not give legal 
advice to an unrepresented per-
son, other than the advice to 
secure counsel, if the lawyer 
knows or reasonably should know 
that the interests of such a person 
are or have a reasonable possibil-
ity of being in conflict with the 
interests of the client.26

Thus, if there is a reasonable possi-
bility of the organization’s and the 
employee’s interests being in conflict, 
the lawyer may, but is not required to, 
advise the employee to secure counsel, 
and no more. Further, when a “lawyer 
knows or reasonably should know that 
the unrepresented person misunder-
stands the lawyer’s role in the matter, 
the lawyer shall make reasonable efforts 
to correct the misunderstanding.”27

Regarding payment of legal fees, 
prior DOJ policy – specifically, the 
2003 Thompson Memo – viewed 
advancing attorney’s fees to employee 
counsel as demonstrating lack of coop-
eration.28 The Second Circuit held 
that, as practiced in the case before it, 
the policy violated the Sixth Amend-
ment,29 and DOJ rescinded it,30 but the 
concerns that animated its adoption – 
that a company may pretend coopera-
tion while “circling the wagons,” and 
may pay an employee’s legal fees to 
advance such a strategy31 – may still lin-
ger within DOJ. In addition, when the 
organization decides to pay for an 
employee’s counsel, arrangements to 
interview the employee for an inter-
nal investigation become more cum-
bersome. Moreover, an employee’s 
lawyer may think that it is in the 
employee’s interest not to be inter-
viewed by the organization, depriving 
organization counsel of important 
facts. An employee’s lawyer might 
even arrange for an employee to meet 
with the government without the 
organization’s knowledge.

These considerations underscore 
the importance and value of setting 
the organization’s policy for advanc-
ing or indemnifying fees of its person-
nel at the earliest stages, taking into 
account the organization’s bylaws, 
applicable law, business consider-
ations, and how the decision to pay 
legal fees may impact the organiza-
tion’s legal interests in light of DOJ 
policy. 

The Risks of Disciplining 
the Culpable Employee

Difficult issues arise when an 
organization suspects that one of its 
employees may have engaged in mis-
conduct. Even where suspicious of 
employee wrongdoing, a zealous advo-
cate may proceed to interview an 
employee where permissible to benefit 
the organization that counsel repre-
sents.32 If the investigation is complete 
and the evidence of misconduct is 
clear, the organization must decide 
whether to terminate the employee. 
But if the investigation is ongoing, or 
evidence of wrongdoing is equivocal, 
the organization faces hard choices. 

DOJ’s position is that “a company 
is not required to take specific actions 
against employees . . . to obtain coop-
eration credit.”33 But there is a caveat: 
“[A] corporation’s response to miscon-
duct says much about its willingness to 
ensure that such misconduct does not 
recur.”34 Therefore, “prosecutors should 
consider . . . whether the corporation 
appropriately disciplined wrongdoers, 
once those employees are identified by 
the corporation as culpable for the mis-
conduct.”35 In a recent case brought 
under the Foreign Corrupt Practices 
Act (“FCPA”),36 DOJ reduced the 
amount of monetary credit it was giv-
ing for cooperation because the com-
pany failed to discipline a senior 
executive who was aware of miscon-
duct and had oversight responsibility 
for the culpable employees.37 

Terminating an employee who is 
believed to be culpable is not with-
out risks. For one, the organization 
may believe that it is unfair to termi-
nate the employee, and an employee 
who feels the same way may consider 
legal remedies such as an action for 
wrongful discharge or defamation. An 
organization may also have a legiti-
mate concern that an employee who 
has been terminated may falsely impli-
cate the organization or others in 
wrongdoing for purposes of revenge.38 
In addition, the FCA has anti-retalia-
tion provisions,39 and culpable employ-
ees may try to portray themselves as 
whistleblowers, hoping to gain some 
leverage to stave off adverse employ-
ment actions. Thus, an organization 
must give careful consideration not 
only to what action to take, but also 
to the timing of any such action.

Methods for Conveying 
Facts Covered by Privilege

Confidential notes, summaries, 
and memoranda of employee inter-
views conducted during outside coun-
sel’s internal investigation for the 
purpose of providing legal advice are 
protected from disclosure by the attor-
ney-client privilege and work product 
doctrine.40 Despite this protection, in 
1999 DOJ issued the “Holder Memo,” 
which provided that prosecutors could 
consider the corporation’s willingness 
to waive privilege in evaluating coop-
eration credit.41 Following criticism,42 
DOJ reversed course; its position now 
is that eligibility for cooperation credit 
does not require waiver of privilege.43 
While a corporation is free to waive 
privilege, “prosecutors should not ask 
for such waivers and are directed not 
to do so.”44

Although DOJ no longer allows 
prosecutors to seek waiver of privilege 
in typical cases, it does require disclo-
sure of “the facts known to the corpo-
ration about the putative criminal 
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misconduct under review.”45 DOJ pol-
icy also requires the organization to 
“let the prosecutor know about the 
existence of and basis for” a claim of 
privilege over relevant facts, “so that 
the prosecutor is aware that there 
are relevant facts that are not being 
provided and has an opportunity to 
understand the basis for the claim of 
privilege.”46 “The prosecutor will 
make a determination, based on all 
the circumstances, about the valid-
ity of the claim, and discuss an 
appropriate resolution with company 
counsel.”47 

Counsel must decide how to con-
vey to the government the non-privi-
leged facts the investigation uncovered. 
If counsel makes such disclosures and 
the government prosecutes a company 
employee, the employee may argue 
waiver and seek production of all privi-
leged documents.48 Public companies 
may face claims of privilege waiver in 
shareholder litigation.49 The primary 
focus of much of the litigation in this 
context concerns the contents of 
interview memoranda. When a lawyer 
proffers to the government “general 
impressions” of the interviews, but 
does not relay what was said in the 
interviews “in substantial part,” there 
would be no waiver.50 Some lawyers 
make oral hypothetical proffers of 
what a witness “might and might not 
say in response to the government’s 
questions,” which one court held did 
not result in a waiver of privilege.51 
Other lawyers simply provide the gov-
ernment with copies of privileged 
interview memoranda, or with verba-
tim oral “downloads” of privileged 
communications, which courts have 
held constitutes a waiver of privilege.52 

Where there is a waiver, it gener-
ally is limited to the communications 
disclosed. Federal Rule of Evidence 
502 rejects the broad subject matter 
waiver doctrine that had previously 
been adopted by many courts53 and 
displaces it with a narrow doctrine 
that reserves subject matter waiver for 
“those unusual situations in which 
fairness requires a further disclosure 

of related, protected information.”54 
Rule 502(a) provides:

�Disclosure Made in a Federal Pro-
ceeding or to a Federal Office or 
Agency; Scope of a Waiver. When 
the disclosure is made in a federal 
proceeding or to a federal office or 
agency and waives the attorney-
client privilege or work-product 
protection, the waiver extends to 
an undisclosed communication or 
information in a federal or state 
proceeding only if: (1) the waiver 
is intentional; (2) the disclosed 
and undisclosed communications 
or information concern the same 
subject matter; and (3) they 
ought in fairness to be considered 
together. 

Rule 502 has an additional, 
strong protection; it makes a federal 
court order finding no waiver binding 
on all other courts, state and federal. 
Rule 502(d) provides:

�Controlling Effect of a Court Order. 
A federal court may order that 
the privilege or protection is not 
waived by disclosure connected 
with the litigation pending before 
the court—in which event the dis-
closure is also not a waiver in any 
other federal or state proceeding.

Relying on this Rule, one court 
has entered an order allowing a party 
to waive attorney-client privilege and 
work product protection regarding 
certain categories of information 
material to a case without thereby 
waiving such privilege and protection 
regarding other information that may 
be of interest in other lawsuits.55 

Conclusion
According to DOJ, whether to 

cooperate with a government investi-
gation is a voluntary decision reserved 
to the best judgment of the organiza-
tion.56 But DOJ also has made clear the 
perils of a decision not to cooperate. 
In contrasting dispositions in two 
FCPA cases, then Assistant Attorney 
General (“AAG”) Leslie Caldwell 

pointed out that for the organization 
that self-disclosed and cooperated, DOJ 
“ultimately declined to prosecute the 
company,” but that the organization 
that refused to cooperate incurred the 
largest fine in FCPA history up to 
that time.57

Thus, while an organization may 
voluntarily choose not to cooperate, 
given the pressure exerted on it by 
DOJ to choose otherwise, counsel 
must be careful that employees’ inter-
ests do not obstruct or hamstring the 
organization’s ability to obtain full 
cooperation credit. As DOJ devotes 
more and more resources to health-
care fraud enforcement,58 counsel are 
bound to face this issue with ever 
increasing frequency.
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