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FINCEN Red Flags

To assist financial institutions with identifying potential tax fraud, FInCEN has identified the following red flags:

e Multiple direct deposit tax refund payments, directed to different individuals, from the US Department of the Treasury
(Treasury) or state or local revenue offices are made to a demand deposit or prepaid access account held in the
name of a single accountholder.

e Suspicious or authorized account opening at a depository institution, on behalf of individuals who are not present,
with the absent individuals being accorded signatory authority over the account. The subsequent deposits are
comprised solely of tax refund payments. This activity often occurs with fraudulent returns for the elderly, minors,
prisoners, the disabled or recently deceased.

e Asingle individual opening multiple prepaid card accounts in different names, using valid TINs for each of the
supplied names and having the cards mailed to the same address. Shortly after card activation, Automated Clearing
House (ACH) credit(s) from Treasury, state or local revenue offices, representing tax refunds, occur. This is followed
quickly by ATM cash withdrawals and/or point-of-sale purchases.

e Business accountholders processing third-party tax refund checks in a manner inconsistent with their stated
business models or at volumes inconsistent with expected activity. Similarly, individuals processing third-party tax
refund checks through personal accounts with no business or apparent lawful purpose.

e Business accountholders processing third-party tax refund checks and conducting transactions inconsistent with
normal business practices, which may include:

— Alarge volume of Treasury refund checks or bank checks being deposited in contrast to other checks, such as
payroll checks;

— Alarge volume of refund checks bearing addresses of customers who reside in another state;
— Multiple refund checks for the same or almost the same dollar amount;

— Treasury refund checks or bank checks representing electronic refunds with sequential or close to sequential
numbers; and

— The dollar amount of checks being deposited is not commensurate with the amount of currency being
withdrawn to cover the cashing of these refund checks.

e Multiple prepaid cards that are associated with 1) the same physical address [an individual involved in criminal
activity may also contact the customer service department requesting to change his/her address for his/her
permanent prepaid card shortly after opening the temporary prepaid card account on-line]; 2) the same telephone
number; 3) the same e-mail address; or 4) the same Internet Protocol (IP) address, which receive tax refunds as the
primary or sole source of funds.

e The opening of a business account for a check cashing business at a financial institution, which subsequently
processes a high volume of tax refund checks issued to individuals from other states.

e A sudden increase in volume involving the cashing of tax refund checks issued to individuals from across the United
States, moving through the account of an existing check cashing service.
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e Individuals using bank accounts where the majority of the transactions are ACH federal tax refunds or refund
anticipation loans.

e Individuals attempting to negotiate double-endorsed Treasury tax refund checks with questionable identification.

¢ Individuals accompanying multiple parties to the bank to negotiate Treasury tax refund checks. Such items may or
may not be double-endorsed checks.

e The freezing or closure of a personal or business account due to suspicious activity involving either Treasury tax
refund checks or ACH Treasury deposits.

e The signature/endorsement on the back of the check(s) does not match the identification of the individual conducting
the transaction.

e The same signature/endorsement is used on multiple checks, with multiple names.

e Employees of financial institutions may also facilitate tax refund fraud by conducting transactions inconsistent with
normal activity through the following practices:

Tellers who regularly process large quantities of Treasury tax refund checks. This may include one or more
tellers during a specific time frame.

Bank employees who open multiple bank accounts that receive a large quantity of Treasury tax refund checks.

Bank employees who do not follow proper identification procedures or accept apparent fraudulent identification
when opening an account.

—By Jeff Werthan, Katten Muchin Rosenman LLP
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The opinions expressed in this article are those of the author and do not necessarily reflect the views of the firm, its clients or Portfolio Media Inc. The material contained
herein is not to be construed as legal advice or opinion.

Circular 230 Disclosure: Pursuant to regulations governing practice before the Internal Revenue Service, any tax advice contained herein is not intended or written to be used
and cannot be used by a taxpayer for the purpose of avoiding tax penalties that may be imposed on the taxpayer. Katten Muchin Rosenman LLP is an lllinois limited liability
partnership including professional corporations that has elected to be governed by the lllinois Uniform Partnership Act (1997). London: Katten Muchin Rosenman UK LLP.
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